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What is the primary purpose of a firewall in network security?

a) To increase network speed

b) To prevent unauthorized access to or from a private network

¢) To manage user accounts
d) To encrypt data

Answer: b) To prevent unauthorized access to or from a private network

2. Which of the following is an example of a symmetric encryption algorithm?

a) RSA

b) DSA

c) AES

d) ECC
Answer: ¢) AES

3. What does VPN stand for in the context of network security?

4.

a) Virtual Private Network

b) Virtual Public Network

c¢) Verified Private Network

d) Verified Public Network
Answer: a) Virtual Private Network

What is a DDoS attack?
a) An attack that infects computers with malware

b) An attack that aims to overwhelm a network or website with traffic

¢) An attack that decrypts encrypted data
d) An attack that creates backdoors in systems

Answer: b) An attack that aims to overwhelm a network or website with traffic

5. What is the main function of an Intrusion Detection System (IDS)?

a) To prevent network intrusions
b) To detect and alert about network intrusions
c¢) To encrypt network traffic
d) To manage network policies
Answer: b) To detect and alert about network intrusions
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6. Which of the following protocols is used to sceurely transmit data over the internet?
a) HTTP
b) FTP
c) HTTPS
d) Telnet
Answer: ¢) HTTPS

7. What does the term "phishing" refer to in the context of cybersecurity?
a) A method of capturing network traffic
b) A technique used to trick individuals into providing sensitive information
c) A type of malware that infects network devices
d) A tool for network penetration testing
Answer: b) A technique used to trick individuals into providing sensitive information

8. What is the main purpose of encryption in network security?
a) To increase data transfer speed
b) To ensure data integrity
¢) To protect data confidentiality
d) To compress data
Answer: ¢) To protect data confidentiality

9. Which of the following is considered a strong password?
a) Password123
b) 12345678
¢) @dm!n$3cUrl Ty
d) qwerty
Answer: ¢) @dm!n$3cUrl Ty

10. What is a "honeypot" in network security?
a) A high-speed data transmission line
b) A decoy system designed to lure attackers
¢) A device to measure network performance
d) A type of network encryption
Answer: b) A decoy system designed to lure attackers

11. Which of the following attacks involves intercepting and altering communications
between two parties without their knowledge?
a) Phishing
b) Man-in-the-Middle attack
¢) Denial-of-Service attack
d) SQL Injection /1
Answer: b) Man-in-the-Middle attack (
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a) To alert about network intrusions
b) To block and prevent network intrusions
¢) To manage encryption keys
d) To create secure passwords
Answer: b) To block and prevent network intrusions

13. Which of the following is a common technique used in social engineering attacks?
a) Buffer overflow
b) Port scanning
c¢) Baiting
d) Encryption
Answer: ¢) Baiting

14. What does SSL/TLS provide in network security?
a) Data integrity and authentication
b) Data compression and redundancy
¢) Network routing and switching
d) Speed and performance enhancement
Answer: a) Data integrity and authentication

15. What is a "zero-day" vulnerability?
a) A vulnerability that is publicly known
b) A vulnerability that has been fixed
¢) A vulnerability that is exploited before it is known to the vendor
d) A vulnerability that affects zero systems
Answer: ¢) A vulnerability that is exploited before it is known to the vendor

16. Which of the following is a method used to secure wireless networks?
a) WEP
b) WPA2
c) FTP
d) HTTP
Answer: b) WPA2

17. What is the primary goal of network segmentation in security?
a) To improve network speed
b) To divide a network into smaller. isolated sections to enhance security
¢) To reduce network costs
d) To increase network size
Answer: b) To divide a network into smaller, isolated sections to enhance security
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a) Wireshark

b) Nessus

¢) Microsoft Excel

d) Google Chrome
Answer: b) Nessus

19. What does the term "malware" encompass?
a) Any software intentionally designed to cause damage to a computer. server, or
network
b) Software designed to improve system performance
¢) Software used for legitimate network monitoring
d) Software that helps users manage passwords
Answer: a) Any software intentionally designed to cause damage to a computer.
server, or network

20. What is the role of a Certificate Authority (CA) in network security?
a) To issue digital certificates that verify the identity of websites and entities
b) To manage firewall rules
¢) To encrypt email communications
d) To create user accounts
Answer: a) To issue digital certificates that verify the identity of websites and entities

21. Which type of malware is designed to replicate itself and spread to other computers?
a) Virus
b) Worm
¢) Trojan
d) Spyware
Answer: b) Worm

22. What is two-factor authentication (2FA)?
a) Using two different passwords for login
b) Using a password and another form of verification, such as a code sent to a
phone
c¢) Using two different usernames
d) Using two encryption keys
Answer: b) Using a password and another form of verification. such as a code sent to
a phone

23. Which of the following describes "pharming"?
a) Redirecting users to a fraudulent website without their knowledge
b) Sending unsolicited emails to a large number of users
¢) Scanning networks for vulnerabilities
d) Encrypting user data for ransom

‘i’c;c%ing users to a fraudulent web8fe S HSHH
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24. What is the main purpose of network access control (NAC)?
a) To provide internet access to all devices
b) To restrict unauthorized devices from accessing the network
¢) To manage user accounts

d) To encrypt data transmissions
Answer: b) To restrict unauthorized devices from accessing the network

25. Which protocol is commonly used to secure email communication?
a) FTP
b) SMTP
c) IMAP
d) PGP
Answer: d) PGP
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. What is the primary purpose of a firewall in network security?
a) To increase network speed

Y To prevent unauthorized access to or from a private nefwork
¢) To manage user accounts

d) To encrypt data q &) /

. 'Which of the following is an example of a symmetric encryption algorithm?

a) RSA
b) DSA
AES

’ﬁ?ﬁcc ~

. What does VPN stand for in the context of network security?
_#fNirtual Private Network

b) Virtual Public Network

c) Verified Private Network

d) Verified Public Network

. What is a DDoS attack?

a) An attack that infects computers with malware
,bﬂsm attack that aims to overwhelm a network or website with traffic
¢) An attack that decrypts encrypted data

d) An attack that creates backdoors in systems

_ ‘What is the main function of an Intrusion Detection System (IDS)?
a) Ty prevent network intrusions
detect and alert about network intrusions
¢) To encrypt network traffic
d) To manage network policies

_ Which of the following protocols is used to securely transmit data over the internet?
a) HTTP

b) ETP
S rd
d) Telnet &2“;\
i 02 'Y '
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7. What does the term "phishing" refer to in the context of cybersecurity?

a) A method of capturing network traffic

_bY'A technique used to trick individuals into providing scnsitive)fomnation
¢) A type of malware that infects network devices

1
d) A tool for network penetration testing

8. What is the main purpose of encryption in network security?
a) To increase data transfer speed
b) To ensure data integrity /"
_eYTo protect data confidentiality
d) To compress data

9. Which of the following is considered a strong password?
a) Password123
b) 12345678 5
dm!n$3cUrl Ty /
d) qwerty

10. What is a "honeypot" in network security?
high-speed data transmission line ><

b) A decoy system designed to lure attackers
c) A device to measure network performance
d) A type of network encryption

g communications

11. Which of the following attacks involves intercepting and alterin
between two parties without their knowledge?
a) Phishing
an-in-the-Middle attack /
¢) Denial-of-Service attack
d) SQL Injection

12. What is the main function of an Intrusion Prevention System (IPS)?

a) To alert about network intrusions
> block and prevent network intrusions

¢) To manage encryption keys
d) To create secure passwords

ocial engineering attacks?

13. Which of the following is a common technique used in s

a) Buffer overflow

b) Port scanning /

d) Encryption b \
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14. What does SSL/TLS provide in network security? /
ata integrity and authentication
b) Data compression and redundancy
¢) Network routing and switching
d) Speed and performance enhancement

15. What is a "zero-day" vulnerability?
a) A vulnerability that is publicly known

;g/;x vulnerability that has been fixed
A vulnerability that is exploited before it is known to the ven‘dy-

d) A vulnerability that affects zero systems

16. Which of the following is a method used to secure wireless networks?
a) WEP
A2
¢) FTP
d) HTTP

17. What is the primary goal of network segmentation in security?
a) To improve network speed
o divide a network into sma
¢) To reduce network costs
d) To increase network size

ller, isolated sections tg-enhance security

18. Which of the following tools is commonly used for network penetration testing?

a) Wireshark -
essus //

¢) Microsoft Excel

d) Google Chrome

19. What does the term "malware” encompass?
y software intentionally designed to cause damage to :?puter, server, or

network
b) Software designed to improve system performance

¢) Software used for legitimate network monitoring
d) Software that helps users manage passwords

20. What is the role of a Certificate Authority (CA) in network security?
o issue digital certificates that verify the identity of websites and entities

b) To manage firewall rules
¢) To encrypt email communications

d) To create user accounts J; —
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21. Which type of malware is designed to replicate itself and spread to other computers?

a) Virus
,bf Worm

¢) Trojan

d) Spyware

22. What is two-factor authentication (2FA)?

a) Using two different passwords for login
}a)’Using a password and another form of verification, sWode senttoa

phone
c) Using two different usernames

d) Using two encryption keys

23, Which of the following describes "pharming"?

edirecting users to a fraudulent website without their knowledge
b) Sending unsolicited emails to a large number of users

¢) Scanning networks for vulnerabilities
d) Encrypting user data for ransom

24, What is the main purpose of network access control (NAC)?
a) To provide internet access 10 all devices -
,b‘f'{' o restrict unauthorized devices from accessing the net»caf(
¢) To manage user accounts
d) To encrypt data transmissions

25. Which protocol is commonly used to secure email communication?
a) FTP
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. What is the primary goal of cybersecurity?
a) To create complex passwords
b) To protect information and systems from cyber attacks
¢) To increase internet speed
d) To manage software updates
Answer: b) To protect information and systems from cyber attacks

. Which of the following is NOT a type of malware?
a) Virus
b) Worm
¢) Trojan
d) Firewall
Answer: d) Firewall

. What does the term "phishing" refer to?
a) A technique used to track users online
b) A method to deceive users into providing sensitive information
¢) A way to encrypt data
d) A process of cracking passwords
Answer: b) A method to deceive users into providing sensitive information

. What is a "zero-day" exploit?

a) An exploit known to the public but not to the vendor

b) An exploit that has been patched

¢) An exploit that is used the day after a patch is released

d) An exploit that takes advantage of a vulnerability unknown to the vendor
Answer: d) An exploit that takes advantage of a vulnerability unknown to the vendor

. Which of the following best describes a Denial-of-Service (DoS) attack?
a) An attack that encrypts data and demands ransom
b) An attack that slows down network traffic
¢) An attack that prevents legitimate users from accessing a system
d) An attack that steals personal information
Answeg; ack that prevents legitimate users from accessing a sy: em
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6. What is the purpose of a VPN (Virtual Private Network)?
a) To provide secure access to a remote network over the internet
b) To increase internet speed
¢) To create a public network
d) To provide free internet access
Answer: a) To provide secure access to a remote network over the internet

7. Which encryption method uses a pair of keys, one public and one private?
a) Symmetric encryption
b) Asymmetric encryption
¢) Hashing
d) Encoding
Answer: b) Asymmetric encryption

8. What is multi-factor authentication (MFA)?
a) Using multiple passwords for a single account
b) Using a combination of two or more different authentication factors
¢) Using the same password for multiple accounts
d) Using a complex password
Answer: b) Using a combination of two or more different authentication factors

9. Which of the following is a common method used to ensure data integrity?
a) Encryption
b) Hashing
¢) Firewalls
d) VPN
Answer: b) Hashing

10. What is the function of a firewall?
a) To prevent unauthorized access to or from a private network
b) To encrypt network traffic
¢) To monitor user activity
d) To backup data
Answer: a) To prevent unauthorized access to or from a private network

11. What does SSL/TLS stand for?

a) Secure Socket Layer / Transport Layer Security

b) Secure System Layer / Transport Layer Security

¢) Safe Socket Layer / Transport Layer Security

d) Secure Socket Layer / Transmission Layer Security g

Secure Socket Layer / Transport Layer Security  /
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12. Which of the following best describes a botnet?
a) A network of infected computers under a single control
b) A secure network for online banking
¢) A network used to share large files
d) A network of devices that monitors internet traffic
Answer: a) A network of infected computers under a single control

13. What is a honeypot in the context of cybersecurity?
a) A method to speed up network performance
b) A decoy system set up to attract and monitor potential attackers
¢) A type of encryption algorithm
d) A secure storage for encryption keys
Answer: b) A decoy system set up to attract and monitor potential attackers

14. Which of the following is used to detect and respond to security incidents in real-
time?
a) IDS (Intrusion Detection System)
b) IPS (Intrusion Prevention System)
¢) Antivirus software
d) Firewall
Answer: b) IPS (Intrusion Prevention System)

15. Which type of attack involves injecting malicious SQL code into a database query?
a) Phishing
b) SQL Injection
¢) Man-in-the-Middle attack
d) Denial-of-Service attack
Answer: b) SQL Injection

16. What is the main purpose of data encryption?
a) To prevent data loss
b) To ensure data confidentiality
¢) To speed up data transmission
d) To compress data
Answer: b) To ensure data confidentiality

17. Which of the following protocols is used to secure email communication?
a) HTTP
b) SMTP
¢) PGP (Pretty Good Privacy)
d) FTP
Answer: ¢) PGP (Pretty Good Privacy)

RAAK College of ‘_ncan‘,oring & Technology
No.1, Muthupillai Palayam Road,
Sulthanpet Post,

Puducherry - 605 110




| - g ?% v
G ¥ }

:,, /3 COLLEGE OF ENGINEERING AND TECHNOLOGY
T N e - F
o RS ¢ |Approved by AICTE, New Delhi & Affiliated to Pondicherry University)
Ry T

18. What does the term "social engineering" refer to in cybersecurity?
a) Using algorithms to detect threats
b) Manipulating people into giving up confidential information
¢) Implementing firewalls to protect data
d) Encrypting data to secure it
Answer: b) Manipulating people into giving up confidential information

19. What is the purpose of a digital certificate in cybersecurity?
a) To encrypt emails
b) To verify the identity of a user or device
¢) To create secure passwords
d) To backup data
Answer: b) To verify the identity of a user or device

20. Which of the following is a form of ransomware?
a) Software that spies on users
b) Software that locks or encrypts data until a ransom is paid
¢) Software that steals passwords
d) Software that infects other files
Answer: b) Software that locks or encrypts data until a ransom is paid

21. What is the primary goal of a penetration test?
a) To increase network speed
b) To identify and exploit vulnerabilities in a system
¢) To manage user permissions
d) To monitor network traffic
Answer: b) To identify and exploit vulnerabilities in a system

29 Which of the following attacks exploits the trust between a user and a website?
a) Cross-Site Scripting (XSS)
b) Phishing
¢) Man-in-the-Middle attack
d) Denial-of-Service attack
Answer: a) Cross-Site Scripting (XSS)

23. What is a "brute force" attack?
a) An attack that uses a large number of attempts to guess a password
b) An attack that installs malware on a system
¢) An attack that redirects users (o a fraudulent website
d) An attack that floods a network with traffic
Ans - 1 attack that uses a large number of attempts to gues
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24. What is the main advantage of using multi-factor authentication (MFA)?
a) It makes passwords easier to remember
b) It provides an additional layer of security
c) It speeds up the login process

d) It encrypts all user data
Answer: b) It provides an additional layer of security

25. What does the acronym "loT" stand for in cybersecurity?
a) Internet of Transactions

b) Internet of Things
¢) Internet of Technology
d) Internet of Telecommunications

Answer: b) Internet of Things
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1. What is the primary goal of cybersecurity?

a) To create complex passwords
_byTo protect information and systems from cyber attacks /]
¢) To increase internet speed
d) To manage software updates
2. Which of the following is NOT a type of malware? q é) /

a) Virus
b) Worm

¢) Trojan
;})’F irewall /

3. What does the term "phishing" refer to?
a) A technique used to track users online
/bﬂ method to deceive users into providing sensitive information
¢) A way to encrypt data /Un
d) A process of cracking passwords

4. What is a "zero-day" exploit?
a) An exploit known to the public but not to the vendor
b) An exploit that has been patched
c) An exploit that is used the day after a patch is released
,d)%:l exploit that takes advantage of a vulnerability unknown to the vendor

-

5. Which of the following best describes a Denial-of-Service (DoS) attack?
a) An attack that encrypts data and demands ransom
b) An attack that slows down network traffic
AJ\An attack that prevents legitimate users from accessing a system.—
d) An attack that steals personal information

6. What is the purpose of a VPN (Vi irtual Private Network)?
_ajTo provide secure access to a remote network over the i te/met-/'
=i j

b) To increase internet speed A ) /
¢) To create a public network i AV,W \
MURTHI, ME. Ph.L.
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7. Which encryption method uses a pair of keys, one public and one private?

a) Symmetric encryption

,bj?f;:mmetric encryption /
¢) Hashing
d) Encoding

3. What is multi-factor authentication (MFA)?

%sing multiple passwords for a single account
sing a combination of two or more different authentication factors

¢) Using the same password for multiple accounts e
d) Using a complex password

| 9. Which of the following is a2 common method used to ensure data integrity?
a) Encryption '
ashing
c) Firewalls
d) VPN

10. What is the function of a firewall?
o prevent unauthorized access to or from a private network
b) To encrypt network traffic //Q't
¢) To monitor user activity
d) To backup data

11. What does SSL/TLS stand for?
/deecure Socket Layer / Transport Layer Security / '
b) Secure System Layer / Transport Layer Security
¢) Safe Socket Layer / Transport Layer Security
d) Secure Socket Layer / Transmission Layer Security

12. Which of the following best describes a botnet?
network of infected computers under a single control / i
b) A secure network for online banking
¢) A network used to share large files
d) A network of devices that monitors internet traffic

13. What is a honeypot in the context of cybersecurity?

a) A method to speed up network performance 3
YA decoy system set up to attract and monitor potential attackerV ,
¢) A type of encryption algorithm
d) A secure storage for encryption keys % 4
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14. Which of the following is used to detect and respond to security incidents in real-

time? -
a) IDS (Intrusion Detection System) /
,bj’fPS (Intrusion Prevention System)

¢) Antivirus software
d) Firewall

15. Which type of attack involves injecting malicious SQL code into a database

query?
a) Phishing /
_pySQL Injection

¢) Man-in-the-Middle attack
d) Denial-of-Service attack

16. What is the main purpose of data encryption? ;
a) To prevent data loss /
To ensure data confidentiality
¢) To speed up data transmission
d) To compress data

17. Which of the following protocols is used to secure email communication?

a) HTTP -
b) SMTP /
/eﬂ’GP (Pretty Good Privacy)

d) FTP

18. What does the term "social engineering" refer to in cybersecurity?

a) Using algorithms to detect threats

(h)/l'z/lanipulating people into giving up confidential information /
¢) Implementing firewalls to protect data
d) Encrypting data to secure it

_a) To encrypt emails
b) To verify the identity of a user or device
¢) To create secure passwords
d) To backup data

19. What is the purpose of a digital certificate in cybersecurity? )(

20. Which of the following is a form of ransomware?

a) Software that spies on users
Software that locks or encrypts data until a ransom is paid

c) Software that steals passwords
d) Software that infects other files i /i
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21. What is the primary goal of a penetration test? /
a) To increase network speed
o identify and exploit vulnerabilities in a system
¢) To manage user permissions
d) To monitor network traffic

22, Wili;%of the following attacks exploits the trust between a user and a website?
ross-Site Scripting (XSS) 4
b) Phishing il
¢) Man-in-the-Middle attack
d) Denial-of-Service attack

23. What is a "brute force" attack?

'An attack that uses a large number of attempts to guess a password—"
b) An attack that installs malware on a system /d/
¢) An attack that redirects users to a fraudulent website

d) An attack that floods a network with traffic

24. What is the main advantage of using multi-factor authentication (MFA)?
a) It makes passwords easier to remember 3
provides an additional layer of security

¢) It speeds up the login process
d) It encrypts all user data

25. What does the acronym "IoT" stand for in cybersecurity?
a) Internet of Transactions
Internet of Things /

¢) Internet of Technology
d) Internet of Telecommunications
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1. What is a neural network?
a) A network of computers
b) A series of algorithms that mimic the operations of a human brain
¢) A type of database management system
d) A software for managing internet traffic
Answer: b) A series of algorithms that mimic the operations of a human brain

2. Which activation function is commonly used in the hidden layers of a neural network?
a) Linear
b) Sigmoid
¢) ReLU (Rectified Linear Unit)
d) Hyperbolic Tangent (Tanh)
Answer: ¢) ReLU (Rectified Linear Unit)

3. What does CNN stand for in the context of deep learning?
a) Convolutional Neural Network
b) Conventional Neural Network
¢) Circular Neural Network
d) Converging Neural Network
Answer: a) Convolutional Neural Network

4. Which type of neural network is primarily used for sequence data, such as timé series
or natural language processing?
a) Feedforward Neural Network
b) Convolutional Neural Network
¢) Recurrent Neural Network (RNN)
d) Radial Basis Function Network
Answer: ¢) Recurrent Neural Network (RNN)

5. What is overfitting in the context of deep learning?
a) When a model performs well on training data but poorly on new, unseen data
b) When a model performs poorly on both training and test data
¢) When a model performs well on both training and test data
d) When a model uses t00 much computational resources
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Answer: a) When a model performs well on training data but poorly on new. unseen
data

6. Which technique is used to prevent overfitting in neural networks?
a) Increasing the size of the training set
b) Using dropout
¢) Using smaller learning rates
d) All of the above
Answer: d) All of the above

7. What is the purpose of the softmax function in a neural network?
a) To activate neurons in a layer
b) To compute the loss
¢) To normalize the output of a network to a probability distribution
d) To optimize the weights
Answer: ¢) To normalize the output of a network to a probability distribution

8. Which of the following is a common loss function for classification tasks?
a) Mean Squared Error (MSE)
b) Cross-Entropy Loss
¢) Hinge Loss
d) Absolute Error
Answer: b) Cross-Entropy Loss

9. What does backpropagation do in the context of training neural networks?
a) It initializes the weights
b) It propagates the input forward through the network
¢) It updates the weights by computing the gradient of the loss function
d) It normalizes the input data
Answer: ¢) It updates the weights by computing the gradient of the loss function

10. Which of the following optimization algorithms is commonly used in deep learning?
a) Gradient Descent
b) Genetic Algorithm
¢) Particle Swarm Optimization
d) Simulated Annealing
Answer: a) Gradient Descent

11. In a convolutional neural network, what does a convolutional layer do?
a) Aggregates data
b) Performs matrix multiplication
¢) Applies a set of filters to the input data to extract features
d) Normalizes data ;
;pplies a set of filters to the input data to extract features
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12. What is the role of the pooling layer in a convolutional neural network?
a) To perform convolution operations
b) To reduce the spatial dimensions of the feature maps
¢) To fully connect all neurons
d) To normalize the feature maps
Answer: b) To reduce the spatial dimensions of the feature maps

13. Which type of neural network is most suitable for image recognition tasks?
a) Feedforward Neural Network
b) Recurrent Neural Network
¢) Convolutional Neural Network
d) Radial Basis Function Network
Answer: ¢) Convolutional Neural Network

14. What is the vanishing gradient problem in deep learning?
a) When gradients become too large and cause instability
b) When gradients become very small and training slows down
¢) When gradients remain constant
d) When gradients become negative
Answer: b) When gradients become very small and training slows down

15. Which neural network architecture is specifically designed to handle sequential data?
a) Feedforward Neural Network
b) Convolutional Neural Network
¢) Recurrent Neural Network
d) Generative Adversarial Network
Answer: ¢) Recurrent Neural Network

16. What does LSTM stand for in the context of RNNs?
a) Long Short-Term Memory
b) Linear Short-Term Memory
¢) Long Sequence Term Memory
d) Linear Sequence Term Memory
Answer: a) Long Short-Term Memory

17. What is the purpose of using dropout in a neural network?
a) To speed up training
b) To prevent overfitting
¢) To improve accuracy on the training set
d) To reduce the size of the input data
Answer: b) To prevent overfitting
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a) Convolutional Neural Network
b) Recurrent Neural Network
¢) Generative Adversarial Network (GAN)
d) Fully Connected Network
Answer: ¢) Generative Adversarial Network (GAN)

19. What is a common application of autoencoders in deep learning?
a) Supervised learning tasks
b) Dimensionality reduction
¢) Image classification
d) Time series forecasting
Answer: b) Dimensionality reduction

20. What is transfer learning in deep learning?
a) Training a model from scratch for each new task
b) Using a pre-trained model on a new. related task
¢) Distributing training data across multiple networks
d) Adjusting the learning rate dynamically
Answer: b) Using a pre-trained model on a new, related task

21. Which of the following is a measure of how well a neural network has learned?
a) Learning rate
b) Activation function
¢) Loss function
d) Dropout rate
Answer: ¢) Loss function

22. What is a hyperparameter in the context of deep learning?
a) A parameter that is learned during training
b) A parameter that is set before training and controls the learning process
¢) A parameter that is specific to the input data
d) A parameter that controls the output layer
Answer: b) A parameter that is set before training and controls the learning process

23. What is batch normalization?
a) A technique to normalize the inputs to each layer
b) A technique to normalize the weights
¢) A technique to speed up training by normalizing the output layer
d) A technique to distribute training data across batches
Answer: a) A technique to normalize the inputs to each layer
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a) GPUs are less expensive than CPUs
b) GPUs have more storage capacity
¢) GPUs can perform many calculations in parallel, speeding up training
d) GPUs consume less power than CPUs
Answer: ¢) GPUs can perform many calculations in parallel, speeding up training

25. What does the term "epoch" mean in the context of training a neural network?
a) A single pass through the entire training dataset
b) A single iteration of weight updates
¢) The time taken to initialize the model
d) The time taken to evaluate the model on the test set
Answer: a) A single pass through the entire training dataset
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1. What is a neural network?
a) A network of computers
YA series of algorithms that mimic the operations of a-human brain "
¢) A type of database management system / C{ 2 /
d) A software for managing internet traffic

2. Which activation function is commonly used in the hidden layers of a neural network?
a) Linear :
b) Sigmoid " %’,
_R)ReLU (Rectified Linear Unit)
d) Hyperbolic Tangent (Tanh)

3. What does CNN stand for in the context of deep learning?
_#YConvolutional Neural Network .
b) Conventional Neural Network /
c) Circular Neural Network
d) Converging Neural Network

4. Which type of neural network is primarily used for sequence data, such as time series
or natural language processing?
a) Feedforward Neural Network /
b) Convolutional Neural Network
ecurrent Neural Network (RNN)
d) Radial Basis Function Network

5. What is overfitting in the context of deep learning?
en a model performs well on training data but poorly on new, unseen data
b) When a model performs poorly on both training and test data
¢) When a model performs well on both training and test data
d) When a model uses too much computational resources

6. Which technique is used to prevent overfitting in neural networks?
a) Increasing the size of the training set

b) Using dropout A /Wj
¢) Using smaller learning rates / [
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All of the above /

7. What is the purpose of the softmax function in a neural network?
a) To activate neurons in a layer

b) To compute the loss
o normalize the output of a network to a probability distribution
d) To optimize the weights

8. Which of the following is a common loss function for classification tasks?
a) Mean Squared Error (MSE)
/H)//Cross-Entru py Loss /
¢) Hinge Loss :
d) Absolute Error

9. What does backpropagation do in the context of training neural networks?
a) It initializes the weights
b) It propagates the input forward through the network
updates the weights by computing the gradient of the loss function
d) It normalizes the input data

10. Which of the following optimization algorithms is commonly used in deep learning?
radient Descent
b) Genetic Algorithm
¢) Particle Swarm Optimization
d) Simulated Annealing

11. In a convolutional neural network, what does a convolutional layer do?
a) Aggregates data
b) Performs matrix multiplication
pplies a set of filters to the input data to extract featfires
d) Normalizes data

12. What is the role of the pooling layer in a convolutional neural network?

a) To perform convolution operations
A To reduce the spatial dimensions of the feature maps
¢) To fully connect all neurons
d) To normalize the feature maps

13. Which type of neural network is most suitable for image recognition tasks?
a) Feedforward Neural Network

b) Recurrent Neural Network /
,ﬂ@cmvolutional Neural Network S
d) Radial Basis Function Network P Tﬁ/}
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14. What is the vanishing gradient problem in deep learning? e
a) When gradients become too large and cause instability
,b‘)%fhhen gradients become very small and training slows down
¢) When gradients remain constant
d) When gradients become negative

15. Which neural network architecture is specifically designed to handle sequential data?
a) Feedforward Neural Network
b) Convolutional Neural Network
,cﬁlecurrent Neural Network /
d) Generative Adversarial Network

16. What does LSTM stand for in the context of RNNs?
a) Long Short-Term Memory
Linear Short-Term Memory )<
¢) Long Sequence Term Memory
d) Linear Sequence Term Memory

17. What is the purpose of using dropout in a neural network?
a) To speed up training :
o prevent overfitting /
¢) To improve accuracy on the training set
d) To reduce the size of the input data

18. Which of the following is a generative model in deep learning?
a) Convolutional Neural Network
b) Recurrent Neural Network /
nerative Adversarial Network (GAN)
d) Fully Connected Network

19. What is a common application of autoencoders in deep learning?
a) Supervised learning tasks
imensionality reduction /
¢) Image classification
d) Time series forecasting

20. What is transfer learning in deep learning?
a) Training a model from scratch for each new task / '
sing a pre-trained model on a new, related task
¢) Distributing training data across multiple networks
d) Adjusting the learning rate dynamically
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21. Which of the following is a measure of how well a neural network has learned?
a) Learning rate
b) Activation function /
_#YLoss function
d) Dropout rate

22. What is a hyperparameter in the context of deep learning?
a) A parameter that is learned during training
A A parameter that is set before training and controls the |
¢) A parameter that is specific to the input data
d) A parameter that controls the output layer

ifig process

23. What is batch normalization?

_A)7A technique to normalize the inputs to each layer =
b) A technique to normalize the weights

€) A technique to speed up training by normalizing the output layer
d) A technique to distribute training data across batches

24. What is the primary benefit of using GPUs for training deep learning models?
a) GPUs are less expensive than CPUs

PUs have more storage capacity

PUs can perform many calculations in parallel, speeding up training )( &
d) GPUs consume less power than CPUs

\

25. What does the term "epoch" mean in the context of training a neural network?
(l)d) single pass through the entire training dataset
b) A single iteration of weight updates
¢) The time taken to initialize the model

d) The time taken to evaluate the model on the test set
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